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Electricity Grid in U.S. Penetrated By Spies
By  SI OBH AN  GOR MAN

WA SHINGTON -- Cy ber spies h a v e pen etr a ted th e U.S.  electr ica l g r id a n d left  beh in d
softw a r e pr og r a m s th a t  cou ld be u sed to disr u pt  th e sy stem , a ccor din g  to cu r r en t
a n d for m er  n a t ion a l-secu r ity  officia ls.

Th e spies ca m e fr om  Ch in a , Ru ssia  a n d oth er  cou n tr ies,  th ese officia ls sa id,  a n d
w er e believ ed to be on  a  m ission  to n a v ig a te th e U.S.  electr ica l sy stem  a n d its
con tr ols.  Th e in tr u der s h a v en 't  sou g h t  to da m a g e th e pow er  g r id or  oth er  key
in fr a str u ctu r e,  bu t  officia ls w a r n ed th ey  cou ld tr y  du r in g  a  cr isis or  w a r .

"Th e Ch in ese h a v e a ttem pted to m a p ou r  in fr a str u ctu r e,  su ch  a s th e electr ica l
g r id," sa id a  sen ior  in tellig en ce officia l.  "So h a v e th e Ru ssia n s."

Th e espion a g e a ppea r ed per v a siv e a cr oss th e U.S.  a n d doesn 't  ta r g et  a  pa r t icu la r
com pa n y  or  r eg ion , sa id a  for m er  Depa r tm en t  of Hom ela n d Secu r ity  officia l.  "Th er e
a r e in tr u sion s,  a n d th ey  a r e g r ow in g ," th e for m er  officia l sa id,  r efer r in g  to
electr ica l sy stem s. "Th er e w er e a  lot  la st  y ea r ."

Ma n y  of th e in tr u sion s w er e detected n ot  by  th e com pa n ies in  ch a r g e of th e
in fr a str u ctu r e bu t  by  U.S.  in tellig en ce a g en cies,  officia ls sa id.  In tellig en ce officia ls
w or r y  a bou t  cy ber  a tta cker s ta kin g  con tr ol of electr ica l fa cilit ies,  a  n u clea r  pow er
pla n t  or  fin a n cia l n etw or ks v ia  th e In ter n et .

A u th or it ies in v est ig a t in g  th e in tr u sion s h a v e fou n d softw a r e tools left  beh in d th a t
cou ld be u sed to destr oy  in fr a str u ctu r e com pon en ts,  th e sen ior  in tellig en ce officia l
sa id.  He a dded, "If w e g o to w a r  w ith  th em , th ey  w ill t r y  to tu r n  th em  on ."

Officia ls sa id w a ter ,  sew a g e a n d oth er  in fr a str u ctu r e sy stem s a lso w er e a t  r isk.

"Ov er  th e pa st  sev er a l y ea r s,  w e h a v e seen  cy ber a tta cks a g a in st  cr it ica l
in fr a str u ctu r es a br oa d, a n d m a n y  of ou r  ow n  in fr a str u ctu r es a r e a s v u ln er a ble a s
th eir  for eig n  cou n ter pa r ts," Dir ector  of Na t ion a l In tellig en ce Den n is Bla ir  r ecen t ly
told la w m a ker s.  "A  n u m ber  of n a t ion s,  in clu din g  Ru ssia  a n d Ch in a , ca n  disr u pt
elem en ts of th e U.S.  in for m a tion  in fr a str u ctu r e."

Officia ls ca u t ion ed th a t  th e m otiv a t ion  of th e cy ber spies w a sn 't  w ell u n der stood,
a n d th ey  don 't  see a n  im m edia te da n g er .  Ch in a ,  for  ex a m ple,  h a s lit t le in cen tiv e to
disr u pt  th e U.S.  econ om y  beca u se it  r elies on  A m er ica n  con su m er s a n d h olds U.S.
g ov er n m en t  debt .
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Bu t  pr otect in g  th e electr ica l g r id a n d oth er  in fr a str u ctu r e is a  key  pa r t  of th e
Oba m a  a dm in istr a t ion 's cy ber secu r ity  r ev iew , w h ich  is to be com pleted n ex t  w eek.
Un der  th e Bu sh  a dm in istr a t ion , Con g r ess a ppr ov ed $1 7  billion  in  secr et  fu n ds to
pr otect  g ov er n m en t  n etw or ks,  a ccor din g  to people fa m ilia r  w ith  th e bu dg et .  Th e
Oba m a  a dm in istr a t ion  is w eig h in g  w h eth er  to ex pa n d th e pr og r a m  to a ddr ess
v u ln er a bilit ies in  pr iv a te com pu ter  n etw or ks,  w h ich  w ou ld cost  billion s of dolla r s
m or e.  A  sen ior  Pen ta g on  officia l sa id Tu esda y  th e Pen ta g on  h a s spen t  $1 00 m illion
in  th e pa st  six  m on th s r epa ir in g  cy ber  da m a g e.

Ov er sea s ex a m ples sh ow  th e poten t ia l h a v oc.  In  2 000, a  disg r u n t led em ploy ee
r ig g ed a  com pu ter ized con tr ol sy stem  a t  a  w a ter -tr ea tm en t  pla n t  in  A u str a lia ,
r elea sin g  m or e th a n  2 00,000 g a llon s of sew a g e in to pa r ks,  r iv er s a n d th e g r ou n ds
of a  Hy a tt  h otel.

La st  y ea r ,  a  sen ior  Cen tr a l In tellig en ce A g en cy  officia l,  Tom  Don oh u e, told a
m eetin g  of u t ility  com pa n y  r epr esen ta t iv es in  New  Or lea n s th a t  a  cy ber a tta ck h a d
ta ken  ou t  pow er  equ ipm en t  in  m u lt iple r eg ion s ou tside th e U.S.  Th e ou ta g e w a s
follow ed w ith  ex tor t ion  dem a n ds,  h e sa id.

Th e U.S.  electr ica l g r id com pr ises th r ee sepa r a te electr ic n etw or ks,  cov er in g  th e
Ea st ,  th e West  a n d Tex a s.  Ea ch  in clu des m a n y  th ou sa n ds of m iles of tr a n sm ission
lin es,  pow er  pla n ts a n d su bsta t ion s.  Th e flow  of pow er  is con tr olled by  loca l u t ilit ies
or  r eg ion a l tr a n sm ission  or g a n iza t ion s.  Th e g r ow in g  r elia n ce of u t ilit ies on
In ter n et-ba sed com m u n ica t ion  h a s in cr ea sed th e v u ln er a bility  of con tr ol sy stem s to
spies a n d h a cker s,  a ccor din g  to g ov er n m en t  r epor ts.

Th e soph ist ica t ion  of th e U.S.  in tr u sion s -- w h ich  ex ten d bey on d electr ic to oth er  key
in fr a str u ctu r e sy stem s -- su g g ests th a t  Ch in a  a n d Ru ssia  a r e m a in ly  r espon sible,
a ccor din g  to in tellig en ce officia ls a n d cy ber secu r ity  specia lists.  Wh ile ter r or ist
g r ou ps cou ld dev elop th e a bility  to pen etr a te U.S.  in fr a str u ctu r e,  th ey  don 't  a ppea r
to h a v e y et  m ou n ted a tta cks,  th ese officia ls sa y .

It  is n ea r ly  im possible to kn ow  w h eth er  or  n ot  a n  a tta ck is g ov er n m en t-spon sor ed
beca u se of th e difficu lty  in  tr a ckin g  tr u e iden tit ies in  cy ber spa ce.  U.S.  officia ls sa id
in v est ig a tor s h a v e follow ed electr on ic tr a ils of stolen  da ta  to Ch in a  a n d Ru ssia .

Ru ssia n  a n d Ch in ese officia ls h a v e den ied a n y  w r on g doin g . "Th ese a r e pu r e
specu la t ion s," sa id Yev g en iy  Kh or ish ko, a  spokesm a n  a t  th e Ru ssia n  Em ba ssy .
"Ru ssia  h a s n oth in g  to do w ith  th e cy ber a tta cks on  th e U.S.  in fr a str u ctu r e,  or  on
a n y  in fr a str u ctu r e in  a n y  oth er  cou n tr y  in  th e w or ld."

A  spokesm a n  for  th e Ch in ese Em ba ssy  in  Wa sh in g ton , Wa n g  Ba odon g , sa id th e
Ch in ese g ov er n m en t  "r esolu tely  oppose[s] a n y  cr im e, in clu din g  h a ckin g ,  th a t
destr oy s th e In ter n et  or  com pu ter  n etw or k" a n d h a s la w s ba r r in g  th e pr a ct ice.
Ch in a  w a s r ea dy  to cooper a te w ith  oth er  cou n tr ies to cou n ter  su ch  a tta cks,  h e sa id,
a n d a dded th a t  "som e people ov er sea s w ith  Cold Wa r  m en ta lity  a r e in du lg ed in
fa br ica t in g  th e sh eer  lies of th e so-ca lled cy ber spies in  Ch in a ."

Utilit ies a r e r elu cta n t  to spea k a bou t  th e da n g er s.  "Mu ch  of w h a t  w e'v e don e, w e
ca n 't  ta lk a bou t ," sa id Ra y  Dotter ,  a  spokesm a n  a t  PJM In ter con n ect ion  LLC, w h ich
coor din a tes th e m ov em en t  of w h olesa le electr icity  in  1 3  sta tes a n d th e Distr ict  of
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Colu m bia .  He sa id th e or g a n iza t ion  h a s beefed u p its secu r ity ,  in  con for m a n ce w ith
feder a l sta n da r ds.

In  Ja n u a r y  2 008 , th e Feder a l En er g y  Reg u la tor y  Com m ission  a ppr ov ed n ew
pr otect ion  m ea su r es th a t  r equ ir ed im pr ov em en ts in  th e secu r ity  of com pu ter
ser v er s a n d better  pla n s for  h a n dlin g  a tta cks.

La st  w eek, Sen a te Dem ocr a ts in tr odu ced a  pr oposa l th a t  w ou ld r equ ir e a ll cr it ica l
in fr a str u ctu r e com pa n ies to m eet  n ew  cy ber secu r ity  sta n da r ds a n d g r a n t  th e
pr esiden t  em er g en cy  pow er s ov er  con tr ol of th e g r id sy stem s a n d oth er
in fr a str u ctu r e.

Specia lists a t  th e U.S.  Cy ber  Con sequ en ces Un it ,  a  n on pr ofit  r esea r ch  in st itu te,  sa id
a tta ck pr og r a m s sea r ch  for  open in g s in  a  n etw or k, m u ch  a s a  th ief tests locks on
door s.  On ce in side,  th ese pr og r a m s a n d th eir  h u m a n  con tr oller s ca n  a cqu ir e th e
sa m e a ccess a n d pow er s a s a  sy stem s a dm in istr a tor .

Th e Wh ite Hou se r ev iew  of cy ber secu r ity  pr og r a m s is stu dy in g  w a y s to sh ield th e
electr ica l g r id fr om  su ch  a tta cks,  sa id Ja m es Lew is,  w h o dir ected a  stu dy  for  th e
Cen ter  for  Str a teg ic a n d In ter n a t ion a l Stu dies a n d h a s m et  w ith  Wh ite Hou se
r ev iew er s.

Th e r elia bility  of th e g r id is u lt im a tely  th e r espon sibility  of th e Nor th  A m er ica n
Electr ic Relia bility  Cor p.,  a n  in depen den t  sta n da r ds-sett in g  or g a n iza t ion  ov er seen
by  th e Feder a l En er g y  Reg u la tor y  Com m ission .

Th e NERC set  sta n da r ds la st  y ea r  r equ ir in g  com pa n ies to desig n a te "cr it ica l cy ber
a ssets." Com pa n ies,  for  ex a m ple,  m u st  ch eck th e ba ckg r ou n ds of em ploy ees a n d
in sta ll fir ew a lls to sepa r a te a dm in istr a t iv e n etw or ks fr om  th ose th a t  con tr ol
electr icity  flow . Th e g r ou p w ill beg in  a u dit in g  com plia n ce in  Ju ly .

—Rebecca Smith contributed to this article.

Writ e t o Siobh a n  Gor m a n  a t  siobh a n .g or m a n @w sj.com

Electricity Grid in U.S. Penetrated By Spies - WSJ.com http://online.wsj.com/article/SB123914805204099085.html?mod=goog...

3 of 3 4/9/2009 11:21 AM


